Cookies

Cookie Name

CLOUD-sessionId

POINTSESSID

_NSs

CMPHPSESSID

CMTIMEZONE

co-collapse-
campaign-[0-9]

co-collapse-folder-
[0-9]-all

co-collapse-folder-
[0-9]

APIGATEWAY

Application

System/DAM

Point

Point

Campaign Manager

Campaign Manager

Campaign Manager
/ Brandbook
(widget)

Campaign Manager
/ Brandbook
(widget)

Campaign Manager
/ Brandbook
(widget)

Chili, DAM, DAM -
new uploader,
Category manager,
Folder manager,
Template Groups,
My Creatives,
Integrated
Marketing Shop, UI

Required Description

(yes/no)

yes

yes

yes

yes

no

no

no

no

yes

Session

identification

Session

identification

CSRF protection

information

Session

identification

Timezone for client

scripts

Collapse campaign

in view init

Collapse campaign
all activities folder
in view init
Collapse campaign

folder in view init

Session

identification

Storage period

Session

Session

Session

Session

14 days

14 days

14 days

14 days

Session



metabase.DEVICE

metabase.SESSION

metabase. TIMEOU

T

JSESSIONID

LEGACYSERVER

VEPHPSESSID

ASPNETAUTH

ASPNETAUTH_SCS

ASP.NET_Sessionld

ASPSESSIONIDCE

ARRRRB

login

ResolutMRM_SCS

SavedLogin

Builder, Shared

assets

PROVE

PROVE

PROVE

BM Legacy,

Marketing Shop etc.

BM Legacy

Video Editor

Resolut MRM

Resolut MRM

Resolut MRM

Resolut MRM

Resolut MRM

Resolut MRM

Resolut MRM

yes

yes

no

yes

yes

yes

yes

yes

no

yes

no

From Metabase
application,
embedded
dashboards

Session

identification

Session

identification

Session

identification

Session

identification

Session

identification

Session

identification

Session
identification
name changes

between sessions

Session
identification

1year

Session

Session

Session

Session

Session

Session

Session

Session

Session

Session



UMPHPSESSID

UM-[0-9]-

overview[0-9]

UM-[0-9]-users

UM-[0-9]-
settings[0-9]

PHPSESSID

user

XSRF-TOKEN

tcmconsent

CLOUD-share
LEGACYSERVER

GDPRMPHPSESSID

Unit Manager

Unit Manager

Unit Manager

Unit Manager

Tactic

Tactic

Tactic

Tactic

Tactic

Notifications

MediaBank
System

GDPR Manager

yes

no

no

no

yes

yes

yes

yes

yes

yes

no

no

yes

Session
identification

Save unit entries
overview

configuration

Save contacts list

configuration

Save affiliated unit
entries overview

configuration

Session

identification

Preserves user
session state
across page

requests.

Remembers the
user's session for a

website.
A xsrf token

Stores a user's
cookie consent
preferences for the

domain

Session
identification

Internal server ID

Session

identification

Session

Session

Session

Session

Session

Session

Session

1 day

1year

Session

Session
Session

14 days



pf-necessary Toolbar
pf-preferences Toolbar
pf-statistics Toolbar
Brandportal

Cookies

pf.system.expiry BrandPortal

pf.system.expiry.ok  BrandPortal

pf.old.message.ids. BrandPortal
[all|broadcast|appro
vedApprovals|reject
edApprovals|pendin
gApprovals|waitApp

rovals]

pf.adform.clientld BrandPortal
pf.adform.done BrandPortal
pf.adform.state BrandPortal

pf.dblclc.clientld BrandPortal

pf.dbliclc.done BrandPortal

pf.dbiclc.assetRecei BrandPortal

verId

yes

yes

yes

yes

yes

yes

yes

yes

yes

yes

yes

yes

Cookie user
preferences

Cookie user

preferences

Cookie user
preferences

Contains timeout

info for session

Flag related to

handling of session

timeout

Message response

states

Adform client id
Adform login status
Adform login state

DoubleClick client

id

DoubleClick login

state

DoubleClick

receiver id

1year

1year

1year

Session

Session

Session

1year
1year
1year

1year

1year

1year



timezonename

pf.defwinprops2.an
y

pf.wfread.done.[0-
9]

PfAcceptCookies

ASP.NET_Sessionld

.Pf.UserPresets

.Pf.DefaultPresets

PfLanguageld

Analytics Cookies

__utma

__utmb

__utmc

_utmz

__utmv

__utmt

BrandPortal

BrandPortal

BrandPortal

BrandPortal

BrandPortal

BrandPortal

BrandPortal

BrandPortal

https://developers.google.com/analytics/devguides/collection/analytics;j

yes

yes

yes

yes

yes

yes

yes

yes

Timezone name

Editor window

location

Message chime

state

Cookie usage

consent
ASP.NET session id

OWIN Session

management

OWIN Session

management

Preferred Inguage
id

Session

Session

Session

1year

Session

Session

Session

1year

s/cookie-usage#gajs

Google Analytics

Google Analytics

Google Analytics

Google Analytics

Google Analytics

Google Analytics

no

no

no

no

no

Cookie associated

to Google Analytics.

Cookie associated

to Google Analytics.

Cookie associated

to Google Analytics.

Cookie associated

to Google Analytics.

Cookie associated

to Google Analytics.

Cookie associated

to Google Analytics.

2 years

30 minutes

Session

6 months

2 yers

10 miutes


http://asp.net/
https://developers.google.com/analytics/devguides/collection/analyticsjs/cookie-usage#gajs
https://developers.google.com/analytics/devguides/collection/analyticsjs/cookie-usage#gajs

-ga

_gid

_gat

_ga_<containerld>

SIDCC

__Secure-3PSIDCC

ph_current_instance

ph_current_project_

name

ph_current_project_
token

ph_last_login_meth
od

Google Analytics

Google Analytics

Google Analytics

Google Analytics

Google Recaptcha

Google Recaptcha

System

System

System

System

no

no

no

no

No

No

No

No

Cookie associated

to Google Analytics.

Used to distinguish

users.

Cookie associated

to Google Analytics.

Used to distinguish

users.

Cookie associated

to Google Analytics.

Used to throttle

request rate.

Cookie associated

to Google Analytics.

Used to throttle
request rate.

Cookie associated
to Google
reCAPTCHA

Cookie associated
to Google
reCAPTCHA

Posthog region

instance

Posthog project

name

Posthog project
token

Posthog method of

login

2 years

24 hours

1 minute

2 years

1Year

1Year

1year

1year

1year

1year



ph_<project- System No Device id and other 1year
token>_posthog data to keep unique

user tracking

ph_<hash- System No Device id and other 1year
id>_posthog data to keep unique
user tracking

Cookies after logout Cookies with passed expiratation date. Dropped by browser after logout
_distillery no
utmz no
nette-browser no
APIGATEWAY no
CLOUD-sessionld no
JSESSIONID no
PHPSESSID no

_utma no



